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Topic 1, Main Questions Set A
 
 

QUESTION NO: 1 
 
A switch in IDF 3 has shut down at 3 p.m. every day this week. Which of the following network
tools should Karen, a technician, use to troubleshoot this problem?
 
 
A. Environmental monitor 
B. Cable tester 
C. TDR 
D. Loopback plug 
 

Answer: A

Explanation:  

 

 

 

Topic 2, Practice Questions Volume A
 
 
 

QUESTION NO: 2 
 
Which of the following is a reason to block FTP at the corporate firewall?
 
 
A. It does not transfer encrypted files. 
B. It cannot be tunneled in a VPN. 
C. It is a deprecated protocol. 
D. It transmits passwords in clear text. 
 

Answer: D

Explanation:  

 

 

 

Topic 3, Practice Questions Volume D
 
 

QUESTION NO: 3 
 
Which of the following defines access for a network?
 
 
A. ACL  
B. RDF  
C. RAS  
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D. ARP 
 

Answer: A

Explanation:  

 

 

 

Topic 4, Practice Questions Volume C
 
 

QUESTION NO: 4 
 
Which of the following tools allows an administrator to determine the MAC address of another
computer?
 
 
A. ping 
B. arp 
C. ifconfig 
D. ipconfig 
 

Answer: B

Explanation:  

 

 

 

QUESTION NO: 5 
 
Which of the following network appliances can BEST be described as allowing multiple servers to
share requests for a website through the same public IP address?
 
 
A. VPN concentrator 
B. Content filter 
C. Load balancer 
D. Proxy server 
 

Answer: C

Explanation:  

 

 

 

Topic 5, Main Questions Set C
 

QUESTION NO: 6 
 
In the 2.4GHz range, which of the following channel combinations are non-overlapping?
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A. 1, 6, 11 
B. 2, 7, 10 
C. 2, 8, 13 
D. 3, 6, 9 
 

Answer: A

Explanation:  

 

 

 

Topic 6, Practice Questions Volume B
 
 

QUESTION NO: 7 
 
Determining when to retransmit frames is an example of which of the following Ethernet
properties?
 
 
A. Carrier sense 
B. Collision detection 
C. Multiple access points 
D. Collision avoidance 
 

Answer: B

Explanation:  

 

 

 

Topic 1, Main Questions Set A
 
 

QUESTION NO: 8 
 
Joe, an end user, has plugged in both ends of the same network cable to two adjacent jacks. Both
ports are connected to the same switch in the IDF. Which of the following will MOST likely
happen?
 
 
A. VLAN malfunction 
B. Broadcast storm 
C. Quality of Service loss 
D. Duplicate IP addresses 
 

Answer: B

Explanation:  
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Topic 7, Main Questions Set B
 

QUESTION NO: 9 
 
Which of the following connectors would Karen, a technician, use only for RG-6 cables?
 
 
A. F-connector 
B. MTRJ 
C. RJ-45 
D. RS-232 
 

Answer: A

Explanation:  

 

 

 

QUESTION NO: 10 
 
Kurt, a user, is able to connect to a distant wireless network then loses connection. This is an
ongoing problem for Kurt and the only wireless network around. Which of the following is MOST
likely causing this problem?
 
 
A. Signal strength 
B. Encryption type 
C. Incorrect SSID 
D. Incorrect channel 
 

Answer: A

Explanation:  
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